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BYOx DoE

Connecting with an OS-X Device

This process outlines how staff and students with DoE identities can connect to BYOx using an Apple
Mac device. Different OS-X versions or devices may vary slightly.

Prerequisites

e Must be a DoE user (i.e. have a DoE identity and login details).

e Must be added to the Staff or Student Active Directory group
(<schoolcode>GG_UsrBYO<Staff/Student>).

e Must have an Administrator user account on your MacBook (Installing certificates in Mac OS-
X requires an administrator account name and password.).

e The device must be password protected and in the correct time zone (UTC+10:00 Brisbane).

Connecting to BYOx network as a Staff member or Student

1. Inthe top right corner of the home screen, click the Wifi icon and select “DETE-Guest” in the

dropdown menu.

49% M Thu 3:34 pm BYOx Q

Turn Wi-Fi Off {
DETE-BYOx a =
Join Other Network...

Create Network... .
Open Network Preferences... ]

2. Open a browser (preferably Safari) and attempt to navigate to a non-https website (i.e.
http://www.cnn.com).

@ safari File Edit View History Bookmarks Window Help
[ el i} {ﬁ WWW.CNn.com J

Siri Suggested Website
€nn.com — CNN

Google Suggestions
Q www.cnn.com
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3. You will be redirected to a BYOx login page. Type in “domain\username” and password.
Read and tick “I agree to the terms and conditions”. Then click “Sign On”.

@

N T ES (=0 & guestportal.byo.eq.edu.au (V] ] [l
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Sign On
Welcome to the Guest Portal. Sign on with the username and password provided 1o you.
Username:

9™

Password:

The Department of Education, Training and Employment’s
computer network and Information , Communication and
Technology (ICT) facilities are available only for approved
users for approved purposes. Different users are allowed
different types of access.

When using the network and facilities you must act at all times
lawfully and in line with the rules that apply to you.

E.g for staff — the Code of Conduct

E.g for students — the Code of School Behaviour
Unauthorised use may result in disciplinary action being taken
against you. If the Department reasonably suspects you are
using the network and facilities in a manner that constitutes a
crime, the Department will refer the matter to the police.

Your use of the network, including your use of the Internet and
email is monitored by Information and Technelogies Branch
and any wrongdoing can be raced. Information you enter,
access and store in the Depanment's network can be

| agree to the terms and conditions

4. Click “Start” button.

[4 1 & guestportal.byo.eq.edu.au (4} i} il
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BYOD Welcome
Welcome to the BYOD portal.

Access to this network requires your device to be cenfigured for
enhanced security. Click Start to provide device information before
components are installed on your deviee.
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5. Type in “Device Name”, then click “Continue” button.

®
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Device Information

Enter the Device Name and optional description for this device so you
can manage it using the MyDevices Portal.

Device Name: *

Macbook Air

Description:
MacOSX High Sierra

Device ID:  34:36:38:7B:28:4C

6. Cisco Network Setup Assistant installation file will be automatically downloaded via Safari.
Click the download icon in top right corner. Then click the .tar file once the download is
complete which will unzip the .dmg file and extract it to the Downloads folder in Finder.

oa® < (Em| & guestportal.byo.eq.edu.au & [+] t o

Downloads
(Z NDOOROOP!LLY Indooroopilly SHS I sPwiar

s | 307 KB

Please wait while we download the Cisco Network Setup Assistant. You
will then need to manually run the Setup Assistant and follow the
instructions to finish registering this device.

STATE HIGH SC

Install



Department of Education, Training and Employment

7. Double click the “Cisco_Network_Setup_ Assistant.dmg” file to launch the application.

®a0e [ Downloads
2 2 Bl EE - T REE Q Search

Favarites .

#A Applications m i a

o Downloads TAR

(@ AirDrop cisco_network_se SPW.tar

tup_assistant.dmg 5.3 MB
% Recents 5.2 MB
Bﬂ Documents

™ iCloud Drive
Desktop

Devices

Remote Disc

8. In the left pane of Finder, a new device will appear with name “Cisco_Network_Setup__
Assistant”. Click it. Then a Cisco Network Setup Assistant icon will appear in the right pane.
Double click the icon.

| N ] | cisco_network_setup_assistant

ii Eé 0o ol | BB~ 3~ ! th 1 ] Q, Search

Favorites
7> Applications
© Downloads Cisco Network Setup
@) AirDrop Assistant
E Recents
@ Documents
¢ iCloud Drive
[E2 Desktop

Devices
@ Remote Disc

Q cisco_net... &

9. Select ‘Open’.

- “Cisco Network Setup A isan licati
- downloaded from the Internet. Are you sure you want to
open it?

"Ciseo Network Setup Assistant" is an the disk image
"cisco_natwork_setup_assistant.dmg”. Safari downloaded this disk
image today at 3:38 pm.

|| Don't warn me when opening applications on this disk image

7 _. Cancel Show Disk Image | Gi::en
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10. Click “Start”.

Network Setup Assistant

This application will automatically configure your system
o securely connect to the network.

Swre .Gt

@ 2013 Cisco Systems, Inc. Cisco, Cisco Systems and Cisoo Systems logo are registered
trademarks of Cisco Systems, Inc. and/or its affifiates in the U.S. and certain other countries,

11. Click “Continue” to accept the certificate.

@ Verify Certificate

) Trusted and Secure Connection to: guestportal.byo.eq.edu.au

> You are connected to: guestporial.byo.eg.edu.au which has been verified by VeriSign,
m Inc. Your connection to this website is encrypted.

If you continue, the server will attempt to re-configure the Wi-Fi settings on this device.

7 Show Certiﬁéate Continue

12. Enter your personal Mac device Administrator password as required and select “OK”.

~ Profiles (Certificates) is trying to trust a
I . certificate from a user configuration profile.

Enter your password to allow this.

User Name: BYOx

Password: !uu-"u I

| Cancel oK

13. Enter your personal Mac device Administrator password again as required and select “OK”.
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™ Profiles (Certificates) is trying to trust a
|= -, certificate from a user configuration profile.

Enter your password to allow this.

User Name: | BYOx

Password: !u---nm. i

Cancel

14. Wait for a few seconds till this application downloads all the required certificates and end

device profile. Depending on the specification of the Macbook, it might take a bit longer with a
slower CPU.

e 0 Cisco Network Setup Assistant b

TTeET

Network Setup Assistant

Configuring network profile...

Cancel

(€ 2013 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered
tradernarks of Cisco Systems, Inc. and/for its affiliates in the U.5. and certain other countries.

15. Click “Exit” after the green tick appeared.

L) Cisco Network Setup Assistant i

Network Setup Assistant

Your device is now configured for secure access
to the "DETE-BYOx" network.

Exit

& 2013 Cisco Systems, Inc. Cisco, Cisco Systers and Cisco Systems logo are registered
tradermarks of Cisco Systems, Inc. and/for its affiflates in the .S, and certain other countries.
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16. In Spotlight Search, please type in “Keychain Access” then hit Enter key which will launch

Keychain Access app.

Q Kes

TOP HIT

Keychain Access — Utilities
SIRI SUGEESTED WEBSITES

i+ macworld.com
@ support.apple.com

@ support.apple.com

DEFINITION
B Keychain Access
'WEE VIDEOS
= : w Keychain Access
- Keychain Access on Mac OS X - Tu... Version: 10.0

WEBSITES

@ support.apple.com

17. In the Keychain Access app, click “login” option in the left pane, then scroll down the right

pane and look for the downloaded personal certificate whose name is the same as end user’s
EQ AD username. Then double click the personal certificate.

ene Keychain Access
“‘ lick to iock the iogin keychain. Q. 58
Keychains
o gbn\ss-zbeebd2
S Issued by: EXTISSICA
&' Local ttems Expires: Monday, 31 August 2020 at 10:58:01 am Australian Eastern Standard Time
4 System @ "goniss- zheend2 " certificate is not wrusted

5 System Roots

Name

~ Kind Date Mogified Expires Keychain
.. com.apple.scopedbookmarksagent.xpc application password 28 Jun 2015 at 417:67 pm -~ legin

£, CommCenter application password 22 Aug 2016 at 12:41:14... ==

L., CommCenter

application password 27 Sep 2016 at 11:54:14 a.
ication password 10 Jul 2018 at 1:23:19 pm

y-pair-signature-v1

password 9 Jun 2015 at 3:37:55 pm
identity-rsa-private-key

application password 8 Jun 2015 at 3:37:55 pm -

application password  @.Jun 2015 at 3:37:54 pm ==

27 Sep 2016 at 11:64:14 a... -~

i application password  Yesterday, 1:26 pm 1
application password 15 Jan 2017 at 12:08:32 p... -
application password 22 Feb 2017 at 81743 am -
application password  Today, 10:50 am

ids: identity-rsa-public-key

ids: message-protection-key application password

ds:
Category S i

A All ems
L. Passwords

ids: personal-public-key-cache
ids: personal-public-key-cache-v2
ids: personal-session-token-cache-v3

L
fa
v
L
i

18. A new window will pop up with the details about this certificate. Apparently, this certificate is

not trusted which Apple has changed in MacOSX High Sierra. Click the triangle right to
“Trust”.

85 @ gbn\ss-zbeeba2

gbn\ss-zbeebd2
Issued by: EXTISSICA

.| Expires: Monday, 31 August 2020 at 10:58:01 am Australian Eastern
Standard Time

£ “gbn\ss-zheeb42 " certificate is not trusted

(eptifente

e

P Trust
¥ Details
Subject Nama

Country AU

State/Province
Lecality
Organization
Organizational Unit
Common Name

Issuer Name
Domain Component
Domain Component
Domain Component
Domain Component

Common Name

QLD

Brisbane

Department of Education and Training
Operational Security

gbniss-zbeebd2

au

edu

&g

res
EXTISSICA
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19. Click the blue colour menu option right next to the “Use System Defaults”.

@08 gbn\ss-zbeebd2
= gbn\ss- zheeb42
| ccued by: EXTISSICA

- Bty
. - Expires: Monday, 31 August 2020 at 10:58:01 am Australian Eastern
Standard Time

€ “gon\ss-zbeebd2 " certificate is not trusted

¥ Trust

When using this certificate: .E?E S_ys_tg!:rl E)g_a_u_l_tg_ﬂ ?

Secure Sockets Layer (SSL) | no value specified n
Secure Mail (S/MIME) _EE,,‘:’_EE-ES?P_‘?E_"T_-!EE’_B
Extensible Authentication (EAR) _ng_fa_lg;_ge_q!l’l_qc_ﬁ_n
IP Security (iPsec) | no value specified B

Code Signing | no value specified n

Time Stamping |_no value specified [

¥.509 Basic Policy _ng_fa_lg;_ge_qif_’l_qc_ﬁ_n

¥ Details
Subject Name
Country AU
State/Province QLD
Locality Brisbane

20. Select “Always Trust” in the dropdown menu option instead of “Use System Defaults”.

®0® gbn\ss-zbeebd2
= "] gbn\ss-zbeebd2
et | csued by: EXTISSICA

-
| Expires: Monday, 31 August 2020 at 10:58:01 am Australian Eastern
Standard Time

€ “gbn\ss-zbesbd2 " certificate Is not trusted

¥ Trust

When using this certificati + Use System Defaults | 7

Securs Sockets Layer (ss{ALI A S
ecure Sockets Layer ( Moer T

Secure Mail (S/MIME '
Extensible Authentication (EAP) | no value ?EE‘E!T}?P__B
IP Security (IPsec) | no value s;_)eciﬂad B

Code Signing | no value specified B

Time Stamping | no value specified B

X.509 Basic Policy | no value specified [

¥ Details
Subject Name
Country AU
State/Province OLD
Locality Brisbane
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21. Then close the window by clicking the red colour dot in the top left corner.

@ @ gbn\ss-zbeebd2
/

gbn\ss-zbeebd2

Issued by: EXTISSICA

Expires: Monday, 31 August 2020 at 10:58:01 am Australian Eastern
Standard Time

€ "glbon\ss- zheebd2” certificate |s not trusted

O ratifeete
T it

S

¥ Trust
?

When using this certificate: | Always Trust

B
Secure Sockets Layer (S5L) | Always Trust
Secure Mail (S/MIME) | Always Trust _
Extensible Authentication (EAP) __ﬁlﬂe_l_y_s__‘_[r_u_st_ B
IP Security (IPsec) .ﬁlwags Trust B

Code Signing | Always Trust

Time Stamping | Always Trust B

X.509 Basic Policy ..!ﬂ_\lﬂz‘l.}_,-'_s_.'_rr_u_st_ B

¥ Details
Subject Name
Country AU
State/Province QLD

Locality Brisbane

22. Enter your personal Mac device Administrator password to update the setting.

o ‘You are making changes to your Certificate
Trust Settings.

m Enter your password to allow this.

User Name: ' BYOx |

Password: I--nun. I

Cancel Update Settings

23. Your MacBook will be connecting to DETE-BOYx network now.

@) Mon 1:10
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24. Launch a browser and navigate to any webpage. Enter your DoE network username and
password when prompted and click “Log in” button. You will be prompted to enter your DoE
username and password every eight hours.

@ Chrome File Edit View History Bookmarks People Window Help = @} Mon 1:11 pm
® 08 s x\

/ \§

€ = X [} cnngom

Authentication Required

The server Mtp://www.cfauth.com:80 requires a username
and password. The server says: MISidap.

User Name:

Password:

Cancel | | Login

25. Your onboarding process is complete.



